Start your First Scan with Kiuwan Local Analyzer
How to start your first scan using the Kiuwan GUI

@ Command Line Interface

If you prefer to use the Kiuwan Solutions via Command Line Interface, go to Kiuwan Local
Analyzer CLI - Command Line Interface

® How to start your first scan using the Kiuwan GUI
© Basic Configuration
© Advanced Configuration
= Analysis set-up
®  Analysis Configuration
© Advanced Analysis Configuration
= Analysis Configuration
Extensions editor
Customize Metadata
Porfolios tab
Scope of the configuration

Basic Configuration

@ These are instructions for plug-and-play. For Advanced Configuration, see below.

1. Start the Kiuwan Local Analyzer.
2. Enter your Kiuwan account details and click Login

@ If you are using an Internet Proxy and/or you need to integrate with a Local
Authentication system, click Advanced and visit Configuration for Networks with
Proxy or Local Authentication for further instructions.

#" Kiuwan Local Analyzer - Login — X

#; kiuwan

Local Analyzer

Username | |

Password | |

| £ Advanced J ‘ & Login | X Exit |

3. Define your basic analysis configuration on the analysis set-up window:

® Application name (name of the software package to be analyzed)

® Folder to analyze (root directory where source files are located)

® Analysis scope (please visit Optimize the Content and the Scope of the Analysis with
Kiuwan Local Analyzer)

® Baseline label (custom label to identify this specific analysis from others)


https://www.kiuwan.com/docs/display/K5/Install+and+Start+Up+Kiuwan+Local+Analyzer
https://www.kiuwan.com/docs/display/K5/Optimize+the+Content+and+the+Scope+of+the+Analysis+with+Kiuwan+Local+Analyzer
https://www.kiuwan.com/docs/display/K5/Optimize+the+Content+and+the+Scope+of+the+Analysis+with+Kiuwan+Local+Analyzer
https://www.kiuwan.com/docs/display/K5/Kiuwan+Local+Analyzer+CLI+-+Command+Line+Interface
https://www.kiuwan.com/docs/display/K5/Kiuwan+Local+Analyzer+CLI+-+Command+Line+Interface
https://www.kiuwan.com/docs/display/K5/Configuration+for+Networks+with+Proxy+or+Local+Authentication
https://www.kiuwan.com/docs/display/K5/Configuration+for+Networks+with+Proxy+or+Local+Authentication

' Kiuwan Local Analyzer - Analysis setup

# kiuwan

Local Analyzer

SETUP YOUR ANALYSIS

Application name * | H
\

Folder to analyze * |

Analysis scope * @ Baseline OCo

IDENTIFY YOUR ANALYSIS

Baseline label H

Click Continue to view the analysis configuration window

# Kiuwan Local Analyzer - Analysis for software "Sample” - X

# kiuwan

Local Analyzer
Product Analyze? Progress Options
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Configure analysis, then click on "Analyze” button Analyzerlog @

Define your basic analysis:
® Product: select which Kiuwan Solution should be executed by clicking on the

checkbox.
Click Analyze
You can view the analysis log while it is running by clicking Analyzer log
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Your analysis is finished. You can now view the results on the dashboard by clicking View
Results or by accessing your account on kiuwan.com.

#" Kiuwan Local Analyzer - Analysis for software “Sample” - x

(2]

# kiuwan

Local Analyzer

Product Analyze? Progress Options
[} CODE SECURITY v

o v

pload source code fragments of defects found

Analysisfinished: ATe3-16e01/d84d1 [analyzerlog



https://www.kiuwan.com/

Advanced Configuration

Analysis set-up

1. On the analysis set-up window, click Advanced to access the advanced configuration settings:

=" Kiuwan Local Analyzer - Analysis setup — X

(2]

# kiuwan

Local Analyzer

SETUP YOUR ANALYSIS

Application name * Aclono H
Folder to analyze * ‘ ‘ [
Analysis scope * ®Baseline O Complete delivery O Partial delivery

IDENTIFY YOUR ANALYSIS

Baseline label

Metadata Add

| «Back [ » continue || % it |

A new window opens:

#" Kiuwan Local Analyzer - Analysis setup advanced configuration X

fa

# kiuwan

Local Analyzer

©® SELECT A MODEL

Analysis model * cQM -‘

® SOURCE CODE FILTERS

Include patterns [+]
-]
Exclude patterns = fsrctest/™ =*/__MACOSKX/™
“f7.min.js ~*/~.Designer.vb
/" designer.vb ~"/"Reference.vb
“/*Senvicenb “/Silverlightvh
**/" Designer.cs /" designer.cs

Select a Model:

o Automatic = KLA uses the Model associated to the application;
© Any other = that model is associated to the application for future analyses.

Source Code Filters

© Specify the exact fileset you want to analyze. Visit Source Code Filters for further
information.

Analysis Configuration

1. Click the settings wheel on the analysis configuration window

(7]
# kiuwan
‘ Iy Local Analyzer
Product Analyze? Progress ptions.
) o
o 0

¥ Advanced ‘ « Back ‘ '® ANALYZE

Uplead source code fragments of defects found

xEX\I‘

Configure analysis, then click on "Analyze” button [analyzerlog@


https://www.kiuwan.com/docs/display/K5/Source+Code+Filters

2. Select which file extensions to analyze.

Kiuwan Local Analyzer - Discovered technologies X

#; kiuwan

Local Analyzer

@ Languages Analyze? Files
HTML 2 files&'
PL/SQL ~ 3 files &
Java M 101 files &
JSpP 14 files &
Python 1file®
Unknown 11 files &

£z

@ CIC++

For Advanced Configuration for C/C++ see Configuring an Analysis with C/C++

You can click the Files column to see the full list of files in your folder.
%" 14 files found for JSP language X

spiracle-master/src/main/webapp/csrt.3sp
spiracle-master/src/main/webapp/file.33p
spiracle-master/src/main/webapp/footer. Isp
spiracle-master/src/main/webapp/headsr.3sp
spiracle-master/src/main/webapp/index.isp
spiracle-master/sre/main/webapp/misc.1sp
spiracle-master/sre/main/webapp/netvork. 1sp
webapp/) REJ
spiracle-master/sre/main/webapp/print.isp

webapp/printDelay.isp
spiracle-master/sre/main/webapp/sql.3sp
spiracle-master/sre/main/webapp/write.3sp

> webapp/vriteDeley.jop
spiracle-master/src/main/webapp/xss. jsp

‘ R Close

3. After configuration is done, click Close to return to the analysis configuration window.

G} Configuration settings will be taken into account in the subsequent analyses you run, either
from the GUI or through command line

Advanced Analysis Configuration

To open the Advanced Analysis Configuration dialog, click Advanced.

#' Kiuwan Local Analyzer - Analysis for application "Aclon0” - x

(2]

# kiuwan

Local Analyzer

Product Analyze? Progress Options
©® CODESECURITY  CODE ANALYSIS (m] ‘Q‘ (1]
o =]

[¥] Upload source code fragments of defects found
[ Upload analyzed source code files

Configure analysis, then dlickon “Analyze” bution. | @ Bascline | & analyzerlog

Analysis Configuration

In this tab, you can expand the Select block menu, where you can select which technology you
would like to configure.


https://www.kiuwan.com/docs/display/K5/Configure+an+analysis+with+C+or+Cpp

#" Kiuwan Local Analyzer - Analysis configuration X

#; kiuwan

Local Analyzer

Analysis Configuration | Extensions editor | Customize Metadata | Portfolios |
Select block: ‘G.oaa. -

GLOBAL CONFIGURATION

Encoding ‘UTFVS

Upload source code fragments of .. | true

Upload analyzed source code files | true

Analysis timeout (minutes) ‘EEI
Initial memory size ‘lZS‘m
Max memory size ‘102471
Stack memory size ‘2[!484

The most important settings are:
© Encoding: encoding of the application's files.
© Analysis timeout (minutes): Maximum time for every analysis step.
© Max memory size: Maximum memory (heap) used by the analysis.
Extensions editor
On Extensions editor tab, you can modifiy the configured extensions of source files.

You can also modify (add or delete) current extensions. Visit Kiuwan Supported Technologies for
further information.

#" Kiuwan Local Analyzer - Analysis configuration X

#; kiuwan

Local Analyzer
Analysis Configuration Extensions editor | Customize Metadata | Portfolios |

8 EXTENSIONS CONFIGURATION

Language Abap ]

Extensions matched abap aclass aint [+]
appl asfinc asfugr o
asprog bsp component

0 EXTENSIONS TO IGNORE

Extensions ignored 1 2 3 4 =N+
5 6 7 8 I e
9 a arc arj
bak bdf bin bmp
bzz dll doc docx =

H X Cancel l

Customize Metadata

This dialog also allows you to modify the engine parametrization, for advanced users only. For
more information, check Engine Metadata Files Customization

Porfolios tab

The Portfolios tab allows you to classify the current application under the available portfolios.


https://www.kiuwan.com/docs/display/K5/Kiuwan+Supported+Technologies
https://www.kiuwan.com/docs/display/K5/Engine+Metadata+Files+Customization

{D Changing the portfolio of the analysis will change the portfolio of the application itself.

#" Kiuwan Local Analyzer - Analysis configuration b4

#; kiuwan

Local Analyzer

Analysis Configuration | Extensions editor | Customize Metadata Portfolios |

Business value ICn:\cal -]

Provider lUnasswgn ed v}

8 CUSTOM PORTFOLIOS

BulkyTST [por.fohol -l
Functional [Unasswgned vl
Mobile [Unasswgned 'l

Scope of the configuration
Once you have changed the settings, you can either :

® Save this configuration only for the application you are about to analyze;
® Save as default for all of your applications.

Confirm save configuration x

Save this configuration as defaults?

The default configuration will apply to all your applications and
will discard all previous configurations made.

NOTE: portfolios configuration will only be applied to current
application.

Save I I Save asdefaults ] [ Cancel i

Kiuwan provides the option to change/override configured values at the time of the analysis.

Visit Command Line Interface (CLI) for a full explanation of configuration scopes and precedence.


https://www.kiuwan.com/docs/display/K5/Kiuwan+Local+Analyzer+CLI+-+Command+Line+Interface
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