Manual Installation of SAP Extractor
@ Contents:

® Manual SAPEX Installation
o Local vs Remote Kiuwan Analysis
© SAPEX Installation Files
© Common Installation steps for Local and Remote scenarios
= 1.Create ZKW_SAPEX package
= 2.Install support classes
= 3.Install source code extraction programs
® 4.Create OS commands (ZKW_MKDIR and ZKW_RMDIR)
® ZKW_MKDIR
® ZKW_RMDIR
O Installation steps for Local scenario
® 1. Install Programs to execute Local Analysis
® 2. Create OS command to launch the analysis (ZKW_KLA_AGENT)
O Installation steps for Remote scenario
" Configure remote scripts
® 1. Install RFC-enabled function modules
® 2. Install SAP JCo Connector library
® Full details for installing SAP JCo library
= 3.Configure SAPEX scripts in Kiuwan Local Analyzer
O Test SAPEX installation

Related pages:

Manual SAPEX Installation

Local vs Remote Kiuwan Analysis

To analyze ABAP code with the Kiuwan Solutions, the source code and information from the SAP system
need to be exported before they can be analyzed.

-

(D Once the source code is exported, the Kiuwan Solutions let you implement two different
approaches on the location where the ABAP code is analyzed.

® To execute Kiuwan analyses within the SAP server (local), or
® To execute analyses from an external server (remote)

Depending on your approach, the installation takes different steps.

We will use the terms local and remote for specific installation steps, and both for common
(mandatory) steps.

SAPEX Installation Files

G} SAPEX installation files are contained in sapex_abap_code. zi p, located in the $(AGENT_H
OME)/r esour ces/ abap directory of your Kiuwan Local Analyzer installation.

Please visit Kiuwan Local Analyzer for further help on Kiuwan Local Analyzer.

The following table lists contents of sapex_abap_code. zi p

File Behaviour Notes
Programs:
ZKW_SAPEX_CO | Export source code Exports to local or remote directory

DE
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ZKW_SAPEX_ME
TADATA

ZKW_ANALYSIS
RFC-enabled
Function

modules:

ZKW_SAPEX_CO
DE_RPC

ZKW_SAPEX_ME
TADATA_RPC

ZKW_SAPEX_LO
ADFILE_RPC

ZKW_SAPEX_RM
DIR_RPC

ZKW_SAPEX_RM
DIR_CHECK

Classes:

ZKW_CL_*,
ZKW_CX_*

ZCL_IM_KW_BAD
I_REQ_CHECK

®

Export SAP information

Analyzes source code (after optional
previous export) in SAP system

Export source code

Export metadata

For downloading an exported file
For removing directories where

source code is exported

Security check for RMDIR calls

Support classes

Implementation BAdI for
CTS_REQUEST_CHECK

Exports to local or remote directory

Needed by sapexCode. xni remote
script

Needed by sapexMet adat a. xm remo
te script

Needed by sapexCode. xni remote
script

Add them using class builder or
Eclipse ADT

Sample BAdI for automated audit
before release of a transport request

Note 1: It is recommended to create a package named ZKW _SAPEX to hold all

entities created for SAPEX.

Note 2: You may use ABAP Workbench / ABAP Editor or Eclipse-based ABAP
Development Tool to create the SAPEX elements from the provided code.
Note 3: Remember to activate all ABAP elements installed, to enable the

execution.

Common Installation steps for Local and Remote scenarios

1.Create ZKW_SAPEX package

It is recommended to create a package named ZKW _SAPEX to hold all entities created for SAPEX.

To create the ZKW SAPEX package you can use the transaction SE80 as follows:

» [ subclasses
» 2 Methods
» 3 Types

Object Name Description
~ E5 CL_CL ANALYZE_SELECT_HANA_SR4E Test

g
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Object Name
* ZKW_SAPEX

Description
Entities created for SAPEX
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After creating the ZKW_SAPEX package, you can follow the next steps.

2.Install support classes

Using the Class Builder (transaction SE24) in source code mode, create and activate all the ZKW CL_* ¢
lasses, and the ZKW CX_* exception classes.
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Class Builder: Display Class ZKW_CL_ANALYSIS
Go a0 5/ 8 & | su & F O [FLoqlDefintions/implementations | & Source Code-ased
T N T —
Cass/Interface ZKW_CL_ANALYSTS Implemented / Inactive
Properties | Interfaces | Friends | Attributes | Methods | Events - Types | Alases |
E = B o [= crange tnhe
Description | cass for running Kiuwan Local Analyzer ]
Instance Generation Public ~
@Fnal
| General Data 2
Message Cass [ ] Forward Decarations
0
Program Status ~! | | Type Group/Object Type D
Category General Object Type | |
Package ZKW_SAPEX
Original Language: [ew]
Created DEVELOPER 22.02.2017
Last Change DEVELOPER 22.02.2017

[@unicode Check
[@Fixed Point Arithmetic
[Oshared Memory Enabled

Toogle to Source Code - Based Class Builder and paste the content of the source file (substituting any
previous content).
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Source Code-Based Class Builder Class ZKW_CL_ANALYSIS Change
@D PHP i/ B &S @R ratem prettyPmter | 5 | (5 Locl Defntons/implementations

Chss Source Inactve

|class ZKW_CL_ANALYSIS definition
public
final
create public .

public section.

constants: ANALYSIS CMD type string value

Scope: \CLASS ZKW_CL_ANALYSIS ABAP  Ln331Col 10 N @
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Switch back to Form-Based Class Builder to see the complete class.
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Class Builder: Change Class ZKW_CL_ANALYSIS

CEaE ] £/ B S & E ) P [ | Focl Defikions/implementations = Local Test Casses [ Constructor !
Cass/Interface [zx_cr_nwLists | implemented / Inactive

Properties |/ Interfaces | Friends | Attrbutes /(Methods || Events | Tyes | Aiases |

2 parameters |8_Exceptions & _sourcecode IBIEE[=] ERIER] (DI (2] [@IF 45 Corer

Method Level Vibity |M... Description
(cLass_consTRUCTOR Static Method  mwlic S

lns_acent Static Mehod  Public J
o Tnstance Method Public

BUILD_Cp_panans Instance Method Privace

o _sza Instance Method rivace

|
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G} Do not forget to Activate every class after creation.

After importing all the classes you will see them under the ZKW_SAPEX package:
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Object Name Description
~ [E5 ZKW_SAPEX |Entities created for SAPEX
~ [ Cass Library
~ 5 Chsses
» B970_IM_KW_BADI_REQ_CHECK BAdI implementation for checking
» [ ZKW_CL_ANALYSIS |Class for running Kiuwan Local Analyzer
» B9 ZKW_CL_CLOCK. Helper class for tracking elapsed time
» B9 ZKW_CL_CODE Extracts code from SAP system
» [0 ZKW_CL_CODE_EH Event handler for ZKW_SAPEX_CODE_RPC
» B9 ZKW_CL_CODE_FILE Represents a source code file to be exported, in certain dir
» B ZKW_CL_EXTRACTOR |Common utilties for Kuwan SAP Extractor
» B3 ZKW_CL_FLE | Abstraction for file operations
» [0 ZKW_CL_FILE_CLIENT Abstraction for local (client-side, SAPGu-managed) files
» B3 ZKW_CL_FILE_SERVER " ZKW_CL_FILE_SERVER - Abstraction for server (application s
» B ZKW_CL_FOLDER Abstraction for folder (drectory),
» B9 ZKW_CL_FOLDER_CLEENT Implementation for local (client-side, SAPGu-managed) fies
» B0 ZKW_CL_FOLDER_SERVER Abstraction for server (application server) directories
/_CLt Extracts information ("metadata”) from SAP system
» B0 ZKW_CL_METADA_EH Event handler for ZKW_SAPEX_METADATA_RPC
» [ ZKW_OX_ANALYSIS_ERROR Emitted when there s a runtime error when running Kuwan..
» [ ZKW_CX_EXTRACT_ERROR Emitted when there is a runtime error extracting metadata
» B9 ZKW_CX_FILE_ERROR Emitted when there is a runtime error with file/directory op
= q

3.Install source code extraction programs

Using the ABAP Editor (transaction SE38), create the ZKW SAPEX_CODE and ZKW SAPEX_METADATA
prograns
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ABAP Editor: Initial Screen

it # & 2l @ T [0 | @oebuggng @ With Varant  [TVariants

Program [2x67_sapEx_copE (] Create

Tite [Extractor of ABAP code from a R/3 SAP System - version 1.0
" original anguage [ex]
(Slezr Created DEVELOPER 23.02.2017)
OText T
Last Changed

1

Status
- - .

|| Aterbutes
Type [Executable program -
Status |Customer Production Program  ~|
Authorization Group ]
Applcation [ -
LDB name | |
Select'n screen ]
[JEditor lock [¥|Unicode Check
[)Start using variant [¥]Faed point arithmetic

jsace q
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ABAP Editor: Initial Screen

it/ ® & fz G % 0D | ®oebuggng @ with Varant  [ToVarants

Program [2x_sapEX_CODE

[= Create Object Direct

Object  [r3TR[pRog (ziai_sapex_conE ]

Title |
" orginal nguage || Attrbutes
- Package zx_smpEx ]
Created Person Responsble
Last Changed
Status Original System =
Original anguage 2] Engish
| Attributes | created on I
Type
Status
Authorization Group
Applcation T =T
LDB name [ |
Select'n screen (]
Dedttor lock [@unicode Check

[DOStart using

[AFixed point arithmetic

fssign 2 package

Open the Source view.
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ABAP Editor: Change Report ZKW._SAPEX_CODE
G PR BOE e P BD (s ETIE | @@ Pattern Pretty Printer | Text Elements

1o s W

s

Attrbutes for program ZK\W_SAPEX_CODE saved

g

ABAP Ln 1Col 1

and paste the source code provided by SAPEX.
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ABAP Editor: Change Report ZKW._SAPEX_CODE
CR PRER | aFE D | a il @ @ Pattern Pratty Printer | Text Elements
Report i sapm e (CoHA3)] Inactive
5 CONTINUE. =
6 ENDCRSE. =
€81 lo_column->set_short_text( lv_stext ).
€82 lo_column->set_medium_text( 1v_mtext ).
€83 lo_column->set_long_text( lv_ltext ).
684 endloop.
©
6 " add p
687 1o_sort = alv->get_sorts( ).
688 1o sort->add sort( 'TYEE' ).
689 1o sort->add_sort ( )
B 1o sort->add_sort )
6 alv->display(
6 catch cx_salv_error into lx_error.
6 message lx_error type 'E'
6 endtry.
699 endif.
70 endmethod.
702 | endcla -
i p
ABAP L7020l 10 N
Program ZKI\/_SAPEX_CODE saved jsand q

After saving, you will see all the SAPEX objects.

Do not forget to activate all the created objects.
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» [517CL_IM_KW_BADI_REQ_CHECK BAGI mplementation for checking
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» [ ZKW_CL_METADATA_EH Event handler for ZKW_SAPEX_METADATA_RPC
» [ ZKW_OX_ANALYSIS_ERROR Emitted when there is a runtime error when running Kiwan...
» [ ZKW_OX_EXTRACT_ERROR Emitted when there & a runtime error extracting metadata
» [ ZKW_CX_FILE_ERROR Emitted when there i a runtime error with fle/drectory op
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» [ ZKw_SAPEX_CODE Extractor of ABAP code from a R/3 SAP System - version 1.0
» [ ZKW_SAPEX_METADATA Export SAP information that could be used for mproved res...
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4.Create OS commands (ZKW_MKDIR and ZKW_RMDIR)

Using transaction SM69, create the following OS commands:

® ZKW_MKDIR
® ZKW_RMDIR

B commmo ukes suten e |-~ 4
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External Operating System Commands
(SN
[ER| Type Command n Op.system  Extenal program Parameters of external program Additional Trace Created By
[5AP JARCAUTO ANYOS arcauto X -
5AP” BACKUP_HI ANYOS  sddbhis X 5AP -
AP BRARCHIVE ANYOS  brarchive X 5AP
SAP BRBACKUP ANYOS  brbackup x sap
AP BRCONNECT ANYOS  brconnect x sap
SAP BRTOOLS ANYOS  brtooks x sap
SAP BTC_CHECK STATE  ANYOS  sapchkst x sap
AP CAT unx x sap
SAP CHECK_DSPMSGQ 05/400  DSPMSG MSGQ(QSYS/QUFGHSGQ) x sap
SAP CHECK PRTERRLOG  AS/400  PRTERRLOG sap
SAP CHECK QXDAEDRSQL ~0S/400  WRKACTIOB SBS(QSYSVRK) JOB(QXDAEDRSQL) sap
AP CHECK_R3RMTDB AS/400  VWRKACTIOB SBS(QSYSVRK) JOB(R3RNTDE) sap
AP DB24DD ANYos  dd x sap
SAP DB2RADM_MDM ANYOS  db2radm -m mdmi x sap
SAP DB2_CONNECT_CHECK ANYOS  db2radm -m db2cauSC x sap
SAP DB2_SAPCL_GRANT  ANYOS  db2radm -m db2i 4 only x sap
SAP DB6CLP ANYOS  dbech X sap
SAP DB6_DATA_COLLECTOR ANYOS  dmdbérdi x sap
AP DB6_DBBACKUP ANYOS  dmdbebkp X sap
AP DBHOSTCHECK ANYOS  Islocahost x sap
AP DBMCLI ANYOS  dbmai x sap
SAP DBMGETF ANYOS  dbmgetf x sap
AP DBMRFC ANYOS  sapdbrrfc -adbmrfc@sepdb x sap
SAP DISPLAY_DIAGLOG  Windows NT cmd /c type X sap
SAP DISPLAY_DIAGLOG  UNIX @i 15002 x sap
SAP DSPOBID_SQLPKG  0S/400  DSPOBID OBI(?/*ALL) OBITYPE(*SQLPKG) X sap
sap ENV unx env sap =
sap ENV Windows NT cmd Ic st sap =
‘ <
& X

ZKW_MKDIR
Used for creating directories in the SAP system:

® nkdir -p ? for Unix
® cnd /C nkdir ? for Windows

Note: The command configured must create all intermediate directories.
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Create an External Command

[ Command |
Command Name ZWK_MKDIR
Operating System Linax

Type

| Create and Last Change ]

Created By
00:00: 00
Last Changed By
—
G0:00: 00
[ Definition |
Operating System Command
mkdi
Parameters for Operating System Command
4 )

[Vl Additional Parameters Alowed
[Trace

Check Module

ZKW_RMDIR
Used for deleting a directory and all its contents in the SAP system:

® rm-rf ?forUnix
® cmd /Crndir /s /q ?for Windows.

© comardspiem e B |
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Create an External Command
[ command |
Command Name 24_RDTR
Operating System Linux
Tyoe

| Create and Last Change |

Created By
T
00:00: 00,
Last Changed By
00:00: 00

[ Definition ]

Operating System Command

m
Parameters for Operating System Command
a7

[Vl Additional Parameters Alowed
(Trace

Check Module TZKW_SAPEX_RMDIR_CHECK

G} To ensure that a proper rmdir command is selected, register the

ZKW_SAPEX_RMDIR_CHECK to avoid security issues.

This ensures that the command is one of the allowed RMDIR commands, and that the target
directory is either sapex code or metadata directories, or a raw subdir under these directories.

@ ZKW RMDI R performs a recursive del etion!

To avoi d unintended del etions, be sure the target directory
does not contain directories out of the SAPEX code/ netadata

directories.




The result of creating the commands should be similar to the following:

External Operating System Commands

2@ QD] @ EEFREEL E =G

B/ Tye  Command name  Operating system Name of external program Parameters Check module Adc

Custom_. ZKW_RMDIR Linux m 2 ZKW_SAPEX_RMDIR_CHECK X =
Custom WINDOWS NT  cmd JCrmdi[s/q?  ZKW_SAPEX_RMDIR_CHECK X ~
Custom_. ZKW_MKDIR Linux midir »? X
Custom WINDOWS NT  cmd /€ mkdr 2 X

Installation steps for Local scenario

1. Install Programs to execute Local Analysis

If you decide to use the local approach:

® |nstall Kiuwan Local Analyzer in the SAP system, and
® Using the ABAP Editor (transaction SE38), create and activate ZKW ANALYSI S program

It is recommended to use a <Dl R_HOVE>/ sape4k/ kil a directory for the Kiuwan Local Analyzer.

2. Create OS command to launch the analysis (ZKW_KLA_AGENT)
Used for launching the Kiuwan Local Analyzer script.

This OS command will be used by ZKW ANALYSI S program and CTS_REQUEST_CHECK BAdI
implementation.

Use:

® <PATH_TO_KLA>/ bi n/ agent . sh (Unix), or
® <PATH TO KLA>\ bi n\ agent . cnd (Windows)

as the name of the Operating System Command parameter in transaction SM69.

Change Command "ZKW _KLA AGENT" for "Linux"

@

Command
Command Name ZKW_KLL_AGENT
Operating System Linux
Type Customer

Create and Last Change

Created By DEVELOPER
22.02.2017
16:22:12
Last Changed By DEVELOPER
22.02.2017
16:22:12
Definition

Operating System Command
Vusr/sap/NPL/D0O0J work/sape4k/kla/KiuwanLocalAnalyzer/bin/agent.sh
Parameters for Operating System Command

v Additional Parameters Alowed

[ Trace

Check Module

Installation steps for Remote scenario

Configure remote scripts
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1. Install RFC-enabled function modules

To run the SAPEX scripts from a remote host (where KLA is deployed), the ZKW SAPEX_* _RPC function
modules should be created using Function Builder (transaction SE37).

To create the ZKW SAPEX_FG function group you can use transaction SE80 as follows:
Before creating the function modules, it is recommended to create the ZKW SAPEX_FGfunction group.

[& Workbench Edit Goto Utiities Enyironment —System  Help w_
o <« eqae 2 =
Object Navigator

E [ edic Object

[2 MIME Repository
[F2 Repostory Browser

Information System

Function Group 2]

=T 2 7
[E L= L) S]=] ] ]

Object Name Description
™[5 ZKW_SAPEX
» [ Class Library
» B programs

Entities created for SAPEX

¢

After creating the ZKW_SAPEX_FG function group, create a Function Module for

every ZKW_SAPEX_*_RPC function modules included in $(AGENT_HOME)/resources/abap!/...
IZKW_SAPEX_FG/functions

Use Function Builder (transaction SE37) as follows:

& Functon Module EdE  Goto  Utites  Envionment  System  Help w_
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Function Builder: Initial Screen
0/ B Gl WD Reasson..

Functon Module 2ie_sase_cooe e &

fr ospey | [/ crange |0 creste
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SAP

ZKG_SAPEX_CODE_REC
2KG_SAPEX_FG

Function Module
Function group
Short text [Export source code

= q

After created, go to the Source Code tab and paste the content of the associated file.

[E Functon Modue  Edt Goto  Utites Envionment System  Help w_
Q | Fl«B ee@ 2 TE em
Function Builder: Change ZKW,_SAPEX_CODE_RPC
G PR E B & E I @ @ pattem  Pretey printer  Function Module Documentation | Te
Function module Za_sapm e (CH3) Inactive
Attrbutes | Import | Export | Changing_| Tables | Exceptions _/Source code.
1 CIFUNCTION ZKW_SRPEX_CODE_REC. =
P =
[ -
i
P
gy | *m
o | *m
105 |
1) | *n
1) | n
13) | n
12, | +m
lep | +m
17, | *n
1) | m
1op | m
20p | *n
21) | *m
225 | n
23 | *n
24) | +n
260 | i
I o “»
Scope: \FUNCTION ZKW_SAPEX_CODE_RPC ABAP  Ln133Col 13 g
e fcacg 24

Make sure that all functions terminated with _RPC are marked as RFC-enabled, as they will be called
remotely from the SAPEX scripts.
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Function Builder: Change ZKW_SAPEX_CODE_RPC
%\ @B/8% KEDD o Function Module Documentation
Function module 2K_SAPEX_CODE_REC Active
_ nwmbutes | mport | “Export | changing | Tables | Exceptions | Source code
Cessfication
Function Group 2 _SAPEX_FG. SAPEX Function Group
Short Text Export source code
Processing Type General Data
Reqular Function Module Person Responsible DEVELOPER
(©Remote-Enzbled Module _DBasxML supported Last Changed By DEVELOPER
Update Module Changed on 23.02.2017"
© start immed. Package ZKW_SAPEX
Immediate start (not updateable) Program Name SAPLIKW_SAFEX_FG
Start Delayed Incuude Name LZKW_SAPEK_FGU0L
collun Original Language e
Not released
et Lock
o[> »
= q
Click Save.

2. Install SAP JCo Connector library

Remote scripts use SAP JCo Connector to remotely connect to the SAP server.

SAP JCO Connector must be installed in the remote containing the SAPEX remote scripts that will
execute the Kiuwan Local Analyzer.

Full details for installing SAP JCo library

Download SAP JCo from SAP Service Marketplace Connectors - you need service-marketplace
access for it.

Once you have downloaded the corresponding package for your operating system, install it.

®* Windows: There are different distribution packages for various JRE versions and
hardware processors available:

file platform
sapjco3-ntintel- for a 32-bit JRE running on a 32- or 64-bit AMD or INTEL x86 or a 64-bit
3.0.8.zip INTEL Itanium processor
sapjco3-ntia64- for a 64-bit JRE running on a 64-bit INTEL Itanium processor
3.0.8.zip

sapjco3-ntamd64- for a 64-bit JRE running on a 64-bit AMD or INTEL x86 processor
3.0.8.zip

Before installing JCo, please install the latest Microsoft Visual Studio 2005 C/C++ runtime libraries, as
described in note 684106.

To install JCo for Windows unzip the appropriate distribution package into an arbitrary directory sapj co3
-install-path.

Do not copy the sapjco3.dll in the W NDI R\ syst enB2 nor into the W NDI R\ SysWOW54 directory. This
will break the operability of other JCo versions that are already installed on the same system.
Furthermore, you would risk that the current installation also would not work anymore if the sapjco3.dll
gets replaced in the respective Windows system directory in the future.

® Linux: There are different distribution packages for various JRE versions and hardware
processors available:

file platform


http://service.sap.com/connectors

sapjco3-linuxintel-3.0.8.tgz = for a 32-bit JRE running on a 32- or 64-bit AMD or INTEL x86
processor

sapjco3-linuxia64-3.0.8.tgz = for a 64-bit JRE running on a 64-bit INTEL Itanium processor

sapjco3-linuxx86_64-3.0.8. | for a 64-bit JRE running on a 64-bit AMD or INTEL x86 processor
tgz

sapjco3-linuxppc64-3.0.8. for a 64-bit JRE running on a 64-bit PowerPC processor
tgz

sapjco3-linuxs390x-3.0.8. for a 64-bit JRE running on a 64-bit IBM eServer zSeries
tgz processor

To install JCo for Linux, copy the appropriate distribution package into an arbitrary directory sapj co3-
i nstal | - pat h. Next, change to the installation directory:

cd sapjco3-install-path
and extract the archive:

tar zxvf sapjco3-1inux*3.0.8.t9z

3.Configure SAPEX scripts in Kiuwan Local Analyzer
The last step is to configure the scripts used for the scripts in KLA for remote extraction.
@ Scripts for extracting source code (sapexCode. xnl ) and metadata (sapexMet adat a. xm )
use following configuration files:
® sapex.properties
® sapexCode.properties
® sapexMetadata.properties
You can find configuration files at $(AGENT_HOME)/conf/sapex directory of your Kiuwan

Local Analyzer installation directory.

As an alternative, you may use the extractor programs provided in the SAP system, and then either
transfer the results to the system where the KLA is deployed, or directly run the KLA in the target SAP
system (in particular, when an automated audit should be performed before releasing a transport request
Jtask).

Please note that the extraction programs for code / metadata allows you to specify a local directory (in
the user host) where exported contents will be saved.

If the extract operations will be performed manually, remote extraction scripts are not needed.

Please visit SAP Extractor- Remote use - Appendix Configuration Files for further information.

Test SAPEX installation

Once completed, you may test the installation:

® You may run the run the extraction programs in SAP to check if programs and their
dependencies are active.

® |f the remote sapex was configured, run command line scripts to ensure that the
connection properties and extraction filters work.


https://www.kiuwan.com/docs/display/K5/Remote+use+-+Analysis+outside+the+SAP+Server#RemoteuseAnalysisoutsidetheSAPServer-(new)SAPExtractor-Remoteuse-AppendixConfigurationFiles
https://www.kiuwan.com/docs/pages/viewpage.action?pageId=14845603
https://www.kiuwan.com/docs/pages/viewpage.action?pageId=14845608
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